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ATTORNEY GENERAL WARNS CONSUMERS
ABOUT “PHISHING” E-MAIL SCAM REGARDING IRSTAX REFUNDS

Tennessee Attorney Genera Paul G. Summers warns consumers of an e-mail scam currently
occurringin Tennesseein which con artists send e-mailsto consumers pretending to befrom the Internal
Revenue Service (IRS) to obtain your personal information.

Known as “phishing,” this high tech scam uses deceptive e-mails to deceive consumers into
disclosing information such asbank account information, credit card numbers, Social Security numbers,
and other sensitiveinformation. A boguse-mail recently received by Tennessee consumersclaimsto come
from "support@irs.gov" with the subject heading of “Refund notice.” Thisfraudulent e-mail tellsthe
recipientsthat they can check onthelr tax refund by accessng alink to awebsite addressin thee-mail and
providing their full names, Socia Security numbers (or Taxpayer Identification Numbers), and credit card
information to compl ete the transaction.

“ThelRSdoesnot ask for persona identification or financid information viaunsolicited e-mails,”
Attorney Generd Summerssaid. “ Tennesseans need to know IRS officid contact with consumersusualy
includes aletter on IRS stationary in an IRS envelope.”

If you recelved an unsolicited e-mail purporting to befrom the IRS, pleasetake thefollowing steps:



* Do not open any attachmentsto the e-mail, asthey may contain avirusthat could infect your computer.
*Contact theIRS at 1-800-829-1040to verify thetaxpayer’ saccount status and determine whether the
IRS istrying to contact you about atax refund.

Moreinformation regarding bogus|RS e-mails and identity theft may be found by accessing the
IRSwebsite at http://www.irs.gov/newsroom and clicking on “ Scams/Consumer Alerts.”

Thisfraudulent IRS e-mail istypical of messages sent to consumers from scammers purporting to
be banks or other financia institutions, and consumers are warned not to accessthe link or provide their
persona information. Many phishing e-mailscontain alegitimate company’ simagesor logosto help make
them appear authentic. Consumers should be wary of e-mails with a sense of urgency, that contain
misspelled wordsor grammetical errors, whileasking for persond identification and/or financia information.
Also, being able to click anywhere in the e-mail and not just on the link may indicate phishing.

If you receive an e-mail that you believe may be phishing, go to the company website by typing the
company’ sweb addressinto the browser or by doing an Internet search for the company. It isimportant
to not click on thelink provided in thee-mail, asit may direct youto a* spoof” website madeto look like
thelegitimate site. Check for fraud alerts posted by the company. Also, report the e-mail to the company.
I nstructionsfor making these reports can often be found on the company’ sWebsite. If you have provided
persona informationin responseto ane-mail that you believe may have been phishing, dert your bank and
the three major credit bureaus. Y ou can report fraud to Equifax at 1-800-525-6285, to Experian at
1-888-EXPERIAN and to TransUnion at 1-800-680-7289. Y ou can also report the suspicious e-mail
to the Federa Trade Commission at www.consumer.gov/idtheft or 1-877-IDTHEFT. Finaly, contact the
Tennessee Division of Consumer Affairs at (615) 741-4737 or www.state.tn.us/consumer.




